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Caterpillar Overview
• Caterpillar is the world’s largest construction equipment manufacturer
• Headquarters located in Deerfield Illinois
• Factories all around the world: USA, UK, Europe, China, India, Brazil and 

more
• Sensing and components engineering is located basically in Peoria, Illinois but 

have teams around the globe
• Our team works on advanced sensing technology with new technologies and 

products introduction
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THE FUTURE STARTS HERE

Battery Powered Mining Trucks to Support Customer Goals
4



State of the Art 
of IoT Research
Communication Protocols
IoT Applications
Challenges
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IoT Research Roadmap
• From 2008, more objects/things are connected to the internet than people
• IoT architecture

– Physical layer : Devices and controllers, including sensors
– Communications and connectivity: routers, switches, gateways
– Edge computing layer: network data conversion
– Data accumulation: multi device data storage layer
– Data abstraction: process data to make it accessible to different IoT applications
– Application layer: Interpretation of data by IoT applications (healthcare, smart home, 

industrial,…)
– Collaboration processes: communication and collaboration between different IoT 

applications to exchange data
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Cisco, “The Internet of Things Reference Model”, White Paper, pp. 1–12, 2014
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Communication Protocols
• IoT is a heterogeneous network (electronic devices, mobile devices, industrial 

equipment…)
• Each device has different communication platform, networking, data 

processing, storage capacity, and transmission power
• Vital role of communication protocol in the IoT system to allow devices to 

exchange data over network
• Communication protocols provide sequence control, flow control, 

retransmission of lost packet…
• 3 type of communication protocols: short range, medium range, long range, 

wired
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L. Da Xu, W. He, and S. Li, “Internet of things in industries: A survey”, IEEE Trans. Ind. Informatics, vol. 10, no. 4, pp. 2233–2243, 2014
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Common Short Range Communication Protocols
• ZigBee: IEEE802.15.4, low cost, low data rate, longer battery life

• Bluetooth Low Energy (BLE): 2.4 GHz, low power mode, integration with mobile devices

• Z-Wave: mainly for home automation, low latency for small data packets

• Near Field Communication (NFC): very short-range wireless communication (< 4cm), 
safe two-way communication, contactless payment, connect electronic devices

• IPv6 over Low Power Wireless Personal Area Net. (6LoWPAN): most common comm. 
protocol for IoT, IEEE 802.15.4, ability to connect directly to another IP network

• Other short-range protocols: Li-Fi, Wi-Fi, RFID
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L. Da Xu, W. He, and S. Li, “Internet of things in industries: A survey”, IEEE Trans. Ind. Informatics, vol. 10, no. 4, pp. 2233–2243, 2014
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Common Short Range Communication Protocols

9

H.-F. Atlam, R.-J. Walters, G.-B. Wills, “Internet of Things: State-of-the-art, Challenges, Applications, and Open Issues”, International Journal 
of Intelligent Computing Research IJICR, Volume 9, no. 3, Sep. 2018
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Mid Range, Long Range and Wired Protocols
• LTE-Advanced: High speed for mobile devices, extended coverage, higher throughput, 

low latency
• 5G: high communication requirements of IoT, connect large number of devices even in 

motion
• Low Power Wide Area Networking (LPWAN): long range communication, low data rate

– LoRaWan, Sigfoc, RPMA,…
• VSAT: Satellite communication, small dish antennas
• Wired Protocols:

– Ethernet: twisted pair and fiber optic
– Power Line Communication (PLC): communication over electrical wiring, carry power and data

10
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IoT Applications

• Healthcare
• Smart City 
• Smart Home
• Connected Industry
• Smart Retail
• Connected Car
• Smart Parking
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• Smart Energy and Smart Grid
• Environmental Monitoring
• Smart Agriculture
• Wearables (smart watches, Fitbit, 

Jawbone,…)
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Challenges of the IoT
• Big Data: billions of devices generates huge amount of data, complex task to process and 

store it, cloud computing, data integrity
• Networking: network protocol should satisfy ease of use requirements, low cost, high 

performance
• Heterogeneity: service to work with multiple IoT applications, different features
• Interoperability: lack of interoperability between devices and networks, still a big issue of 

IoT, open research topic
• Scalability: handle specific needs as they arise, meet changing demand with people 

interest and environmental condition changes
• Security and privacy: sensors collect not only data but also habits, financial records, 

sensitive information ⇒ privacy is significant challenge, open research topic
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Open Research Directions

• Standardization: improve interoperability, build industry specific guidelines, 
specify architectural standards

• Security: research should improve the security and privacy if IoT system
• Heterogeneity: research gap to optimize communication between different 

devices at architectural and protocol levels
• Fog Computing: How to integrate fog computing with IoT?
• Blockchain: decentralization platform, more research on this area is missing
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Wireless Sensing
Earth Moving Machines Application
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Motivation of Wireless Sensing

• Earth moving machines work 24/7 in most applications
• Improve quality of service, more sensors need to be installed
• Sensors on moving parts cannot be wired ⇒ Wireless Sensors
• Benefit from Wireless technology
• Self driving machines requires multiple wireless sensors

15
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Challenges of Wireless Sensing in Industry
• Determine the technology to be used based on type of application
• Establish communication channels between sensor and Gateways

– Poor channel status due to environmental conditions 
– Low power mode to preserve battery
– Avoid interference with surrounding devices and preserve signal integrity

• Unlike cellular or rechargeable devices, wireless sensing in machine 
applications requires the battery to last for the life of the sensor and/or until 
machine rebuild

• Worldwide Machine distribution, the sensor should work all around the globe 
(from the hottest place to the coldest place)
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Integration of Wireless Communication
• Integration of wireless communication with sensing technologies

– Sensors may sense different media with different outputs
• Wireless sensors should fit the designed position: space challenge to fit 

sensing board, wireless board, antenna, and battery
• Using wireless technology requires certification from each country : financial 

challenge to import wireless technology to industry
• Industrial standards : new component much meet industrial standards (ISO, 

CISPR,…)
• R & D in progress to integrate sensing and wireless communication
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QUESTIONS?
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