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Problem: Network Service Interruptions 
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• Natural disasters
• Weather-related
• Man-made accidents
• Terrorist activity / hackers
• Geopolitical

 9/11 Terrorist Attacks, 2001
 Hurricane Katrina, 2005
 Haitian Earthquake, 2010
 Egyptian civil unrest, 2011
 Rogers Canadian network, 2022
 Iranian civil unrest 2022
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Command Center

WERT Locations

9/11 – Access Network Unavailable

• Bring Network back in case victims are alive
• Locate & Communicate with trapped survivors

WWIRELESS  IRELESS  EEMERGENCY  MERGENCY  RRESPONSE  ESPONSE  TTEAMEAM 
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WERT Locations

Katrina 1 – Access Network Unavailable
Acadia Parish route normally
Alabama route normally
Acscension Parish 225-621-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
Assumption Parish 985-369-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
Bogalusa, City of 985-732-XXXX
Franklinton, City of 985-839-XXXX
Jefferson Parish LA 504-349-XXXX
Kenner, City of 504-712-XXXX
LaFouche Parish 985-537-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
Mississippi route normally
Orleans Parish 504-552-XXXX
Plaquemines Parish 504-349-XXXX
St Bernard Parish 504-349-XXXX
St Charles Parish 985-783-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
St John the Baptist Parish 985-652-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
St Tammany Parish 985-898-XXXX
Tangipahoa Parish 985-747-XXXX
Terrebonne 985-879-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
Washington Parish 985-839-XXXX

WWIRELESS  IRELESS  EEMERGENCY  MERGENCY  RRESPONSE  ESPONSE  TTEAMEAM 

• Bring Network back for victims trapped in attics
• Locate & Communicate with trapped survivors

Command Center
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		Orleans Parish		504-552-XXXX

		Plaquemines Parish		504-349-XXXX

		St Bernard Parish		504-349-XXXX
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Aug 29    Sep 2     Sep 5      Sep 7      Sep 9     Sep 12    Sep 15   Oct 22   Oct 25    Oct 28

USCG 
Request

USCG Approval               LA State Police Agree PSAP B On-line

Hurricane Fly 4 
missions

WERT ID 
911 failures

Begin  
Re-routes

PSAP A
On-line

PSAP C 
On-line

Phase I:  Search & Rescue Phase II:  PSAP Re-Routes

Katrina 2 – PSAPs Unavailable

Acadia Parish route normally
Alabama route normally
Acscension Parish 225-621-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
Assumption Parish 985-369-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
Bogalusa, City of 985-732-XXXX
Franklinton, City of 985-839-XXXX
Jefferson Parish LA 504-349-XXXX
Kenner, City of 504-712-XXXX
LaFouche Parish 985-537-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
Mississippi route normally
Orleans Parish 504-552-XXXX
Plaquemines Parish 504-349-XXXX
St Bernard Parish 504-349-XXXX
St Charles Parish 985-783-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
St John the Baptist Parish 985-652-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
St Tammany Parish 985-898-XXXX
Tangipahoa Parish 985-747-XXXX
Terrebonne 985-879-XXXX The PSAP is fully functional.  Use this number only if unable to connect to the SR
Washington Parish 985-839-XXXXWWIRELESS  IRELESS  EEMERGENCY  MERGENCY  RRESPONSE  ESPONSE  TTEAMEAM 
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Haitian Earthquake – Services Unavailable
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Pre-Earthquake Network
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Haitian Earthquake – Services Unavailable
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Temporary Remote Emergency Call Service (TRECS)



Telecommunications Network Model
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Client Access Backhaul Transport Core Services

9/11 9/11

Haiti Haiti 118

Katrina Katrina Katrina 911

Rogers

Egypt

Iran



Network Function Alternatives
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Identify parallel layers of network functions . . . . . . . . .

1. Reroute to parallel resources
2. New Developments

 Failover spectrum/circuits; access, backhaul, trunks, network services
 Failover end-user services
 Failover emergency services
 Backup and/or national 911 center
 Client mesh node store & forward
 Satellites 911, store and forward
 iPhone store and forward 911 to next phone



Telecommunications Network Model
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Client Access Backhaul Transport Core Services

Client Access Backhaul Transport Core Services

Client Access Backhaul Transport Core Services

Client Access Backhaul Transport Core Services

Service Provider A

Service Provider D

Service Provider C

Service Provider B



Emergency Mode Network Operation
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Simple Store & Forward
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Hot Springs
Alias:  HTS

Memphis
Alias:  MEM

Little Rock
Alias:  LIT

Station:
KC5RX

Station:
NN9Q

> Connect NN9Q via HTS, LIT, MEM

> “Hello”



Store & Forward to Services
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Personal Node:  2 Personal Node:  999Personal Node:  3Station:
501-555-1212

Station:
Public internet

X X X Internet



Personal Router Mesh
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Start the Discussions . . . . . . .
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• Programmable Real-time Networks
• Identifying parallel layers of network functionality resources
• Concept architecture for reconfigurations
• Prototypes
• Resource owner agreements
• New inventions & developments
• Talent pool needs and development



wert-help.org



8 Ingredients of Communications Infrastructure

Hardware
Software

Environment
Payload
Networks Policy

HumanPower
COMMUNICATIONS INFRASTRUCTURE

TRANSPORTATION ENERGY

FINANCIAL

PUBLIC HEALTH

LAW ENFORCEMENT

Other Infrastructures

THREATS vs. VULNERABILITIES
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Vulnerability Assessment
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NETWORK OUTAGE IMPACT
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